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On October 7, 2023, Hamas used drones to
initiate its attack on Israel. On June 1, 2025,
Ukraine conducted Operation Spider Web,
using over 100 drones to strike Russian
military bases and destroy one-third of the
country’s strategic bombers. Later in June,
Israel conducted Operation Roaring Lion,
using drones to destroy Iran’s air defenses
and enable jets to target Iranian missile
production facilities. 

Michael Poznansky and Erik Sand argue that
these were “spectacular” attacks akin to
covert operations. They were deliberate,
well resourced, and aimed at high payoffs,
such as demonstrating resolve. Security
conditions in the U.S. are different,
Poznansky and Sand contend, such that
fears of similar attacks in the homeland are
“overstated.”

Yet these operations are inconsistent with
emerging trends in drone warfare. First,
drone warfare is now enabled by dual-use
technologies—those that perform military
and commercial functions. Houthi rebels in
Yemen have developed fiberglass shells of
Iran’s Shahed 136 drone, allowing them to
withstand disruptions in Iran’s drone trade.
Second, though some experts conflate
drone warfare with a platform, the use of
drones to attack targets reflects a global
contagion effect. The Islamic State’s drone
campaign against coalition forces in 2017 

caused analysts to warn that drones were
“the next improvised explosive device.”
Finally, drone proliferation crosses state and
non-state boundaries. For instance, the
Islamic State evolved into a proto-state with a
bureaucratic drone program.

Together, these trends also suggest that the
U.S. military must now defend against
drones, everywhere and all the time. The
proliferation of drones represents not merely
an academic consideration of adaptation to
modern warfare, but a threat to national
security. In December 2023, dozens of
drones disrupted operations at Joint Base
Langley-Eustis in Virginia, forcing the
relocation of F-22 Raptor jets responsible for
defending the homeland. This and similar
incidents contribute to the recent National
Defense Strategy’s prioritization of homeland
defense.

While the U.S. military recognizes the
challenge of defending against drones,
analysts criticize its approach. Most focus on
laborious acquisition processes that have
undermined the Department of Defense’s
ability to outpace the threat. While hardware
is necessary to defend the homeland against
drones, it is insufficient. In their recent book
on drones, Drones—What Everyone Needs to
Know, Sarah Kreps and James Patton Rogers
explain that countering drones “is a cat-and-
mouse game, one that will not be won by a
single ‘panacea’ counter-technology.” Rather,
what is needed is broader synchronization of
the Department of Defense with federal
agencies and departments that contribute to
homeland defense against drones. This
partnership will allow the Department of
Defense to help update counter-drone
policies and authorities, facilitate information
sharing to enhance situational awareness of
the threat, align funding for capability
development, and shape joint training.
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late 2024. These sightings were
characteristic of the several hundred
detections in 2024 at over 100 military bases. 

Mexican drug cartels are also weaponizing
small drones in ways that reflect best
practices from Ukraine, thus threatening
soldiers and law enforcement deployed at the
U.S. southern border. In October 2025, three
drones attacked a prosecutor’s office in
Tijuana, a major crossing point between
Mexico and the United States as well as a
thoroughfare for drug-smuggling. These
incidents raise concerns that the Department
of Defense cannot defend U.S. military bases
and critical infrastructure from drones, much
less support the protection of mass
gatherings of Americans. From 2021 to 2024,
for example, drone incursions at NFL football
stadiums nearly doubled from 1,300 to 2,300.

Drones make the homeland
vulnerable

The terrorist attacks of 9/11 ushered in an
era of remote warfare characterized by the
use of large, armed, and networked drones
to enhance force protection while removing
combatants and reducing collateral damage.
Since then, countries have increasingly
miniaturized drones. This has led to the
emergence of smaller, commercially-
available, and easily weaponized drones,
such as the Chinese DJI. 

Militaries, paramilitary forces, and terrorists
across the globe have adopted small
drones. These capabilities weigh under
1,300 pounds, fly below 18,000 feet, and
generally move slower than 250 miles-per-
hour. They afford adversaries a low-cost
way to disrupt U.S. military operations. More
problematically, they have arrived at
America’s shores. They literally “fly below
the radar” of countermeasures and most of
the U.S. military’s existing capabilities are
mismatched to real-world challenges.
Radars are tuned and arrayed to observe
high-end drones, like the U.S. MQ-9 Reaper,
which are larger and fly higher and faster
than small drones. They also rely on
exquisite jamming techniques that, while
effective, can threaten civilian transportation
in the homeland.

In 2023, for instance, American imports of
small drones totaled nearly $700 million.
One report finds that 85% of these drones
are manufactured in China. According to Air
Force General Gregory Guillot, Commander
of U.S. Northern Command, a staggering
rise of drone use represents “a safety and
security risk to military and other critical
infrastructure.” Following the incident at
Joint Base Langley-Eustis, New Jersey
experienced “mysterious” drone sightings in
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Focus on hardware

To contend with this challenge, defense
analysts emphasize the need for new
acquisition processes that will allow the
Department of Defense to rapidly scale
counter-drone capabilities. The Department
of Defense should procure counter-drone
solutions in months, not years, and at far
lower cost. This would bend the cost-
exchange ratio; the U.S. military spends
millions of dollars to intercept drones that
cost a fraction of the price. In the Red Sea,
U.S. warships use multimillion dollar missiles
to engage Houthi drones that cost a few
thousand dollars to make. 

Jacquelyn Schneider and Julia Macdonald
argue that the U.S. military risks losing the
drone war because it prioritizes expensive
and exquisite systems over cheaper and
adaptable ones, which have been used  

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj-5YCY_MiMAxWfFFkFHTazIsMQFnoECBQQAw&url=https%3A%2F%2Fwww.armed-services.senate.gov%2Fimo%2Fmedia%2Fdoc%2Fguillot_statement_31424.pdf&usg=AOvVaw28SaGrMEjZnovszZBfPGbh&opi=89978449
https://www.bing.com/ck/a?!&&p=3e01559c78cccea0a8164afc23ef83a5ee1af37c9d3a00de2b9112e56f60bcefJmltdHM9MTc2MTY5NjAwMA&ptn=3&ver=2&hsh=4&fclid=21a520ec-415d-6806-2d0c-3678402e69b4&psq=Tijuana+drone+attack&u=a1aHR0cHM6Ly93d3cucmV1dGVycy5jb20vd29ybGQvYW1lcmljYXMvY3J1ZGUtZHJvbmUtYXR0YWNrLWhpdHMtbWV4aWNhbi1nb3Z0LW9mZmljZS10aWp1YW5hLW5vLWRlYXRocy1vci1pbmp1cmllcy0yMDI1LTEwLTE2Lw
https://www.defenseone.com/threats/2025/04/pentagon-warns-its-not-prepared-homeland-drone-attack/404939/
https://www.cbsnews.com/news/unauthorized-drone-flights-rising-threat-u-s-bases-border-events-tom-cotton/
https://www.tandfonline.com/doi/abs/10.1080/01402390.2019.1668272
https://journals.sagepub.com/doi/abs/10.1177/0095327X231164570
https://www.jstor.org/stable/resrep21486.7?seq=1
https://global.oup.com/academic/product/drones-9780197795637
https://www.tandfonline.com/doi/abs/10.1080/09662839.2025.2568576
https://journals.sagepub.com/doi/10.1177/2053168014536533
https://journals.sagepub.com/doi/10.1177/2053168014536533
https://www.ausa.org/news/closing-counter-drone-capability-gap
https://www.trade.gov/unmanned-aircraft-systems#:~:text=This%20page%20includes%20an%20overview%20of%20unmanned%20aerial,policy%20and%20regulatory%20developments%2C%20standards%2C%20and%20export%20controls.
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjH05fP-8iMAxWINlkFHSeBHOMQFnoECBcQAQ&url=https%3A%2F%2Fnews.erau.edu%2Fheadlines%2Fmost-drones-in-controlled-airspace-lack-faa-approval-and-a-third-fly-too-high-researchers-report&usg=AOvVaw2HD9ezXILHEZUJt8s2KqgU&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj-5YCY_MiMAxWfFFkFHTazIsMQFnoECBQQAw&url=https%3A%2F%2Fwww.armed-services.senate.gov%2Fimo%2Fmedia%2Fdoc%2Fguillot_statement_31424.pdf&usg=AOvVaw28SaGrMEjZnovszZBfPGbh&opi=89978449
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjQ09aJ_siMAxVXE1kFHZexD_EQFnoECD4QAQ&url=https%3A%2F%2Fapnews.com%2Farticle%2Fdrones-new-jersey-what-to-know-e6f565f5d51d9d47ad140e7e7d131842&usg=AOvVaw0jO8gHz_6cOH1W1uPMJxW8&opi=89978449
https://www.cnbc.com/video/2025/10/13/army-sec-dan-driscoll-on-partnering-with-the-private-sector-and-the-surge-in-defense-tech-startups.html
https://www.cnas.org/publications/reports/countering-the-swarm
https://www.politico.com/news/2023/12/19/missile-drone-pentagon-houthi-attacks-iran-00132480
https://www.foreignaffairs.com/united-states/how-lose-drone-war


effectively by Azerbaijan, Israel, Russia, and
Ukraine, among other countries. Stacie
Pettyjohn and Molly Campbell discuss the
same claim. So do Thomas Bunzel and Tom
Donilon, who most recently emphasized that
the United States “needs to double down on
counterdrone measures.” 

Consistent with these arguments, Secretary
of Defense Pete Hegseth directed the
Department of Defense to accelerate
counter-drone solutions. This initiative builds
on President Donald Trump’s intent to
unleash “American drone dominance.” At the
same time, homeland defense against drones
is a wicked collective action problem
requiring greater unity of effort across
federal agencies and departments, as well as
local law enforcement. What is needed,
Bloomberg’s editorial board argues, is
broader synchronization across these
organizations. 

Unity of effort is key to defend
the homeland against drones

authorities. Although these authorities
respond to public sightings of drones, they
are guided by what Kreps and Rogers call “a
tapestry of heterogeneous policies that
reflect state-level views about the
appropriate use of drones.” Fortunately,
Congress has recently passed legislation that
enhances the ability of local and state
authorities, pending certification from the
Department of Justice, to interdict drones at
public gatherings, such as sporting events.
The National Guard, represented in every
state and territory, offers another potential
solution to help protect the homeland from
drones. If appropriately aligned, resourced,
and trained, the National Guard could
coordinate with law enforcement to interdict
drone incursions before triggering a
response from federal authorities, namely
U.S. Northern Command.  

Second, a whole-of-government approach
should be based on broader information
sharing across federal agencies and
departments for the evolving threat of drones
in the homeland. Echoing a finding from the
9/11 Commission Report, information sharing
is crucial to build situational awareness and
enable complementary responses against
drones, especially with local and state
authorities. The key is to incentivize
information sharing, which is often
conditioned by a “need to know” that weighs
the risk of inadvertent disclosure above the
outcome of shared understanding. Outfitted
with appropriate credentials and accesses,
liaison officers can serve as a bridging
mechanism across federal agencies and
departments, helping to flag intelligence that
informs understanding of key trends for the
adversarial use of drones in the homeland.

Third, funding should also be aligned across
the U.S. government for capability
development to minimize redundancy and
wasteful spending. This includes Replicator
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The drone threat spans military, homeland
defense, and law enforcement domains. As
such, the U.S. military’s contribution to
homeland defense against drones depends
on effective cooperation and coordination
with federal agencies and departments, as
well as with law enforcement. Such a “whole-
of-government” approach should focus on
several efforts to maintain America’s airspace
sovereignty.

First, policymakers and defense officials
should update the policies and authorities
that enable counter-drone operations in the
homeland, ensuring more timely responses to
incursions. This includes streamlining
interdiction efforts by local and state 
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2, which is the Department of Defense’s
primary way to fund counter-drone capability
development and procurement. On their own,
capabilities are not a silver-bullet against
drones. Rather, the intent should be to offer a
range of capabilities that, when enabled by
the right data, software, training, authorities,
and sustainment, and uniquely configured
within different operating environments,
provide a layered defense against drones.
This approach integrates both nonlethal and
lethal capabilities against drones. In the
homeland, layered defense is conditioned by
“low collateral defeat” capabilities such as
high-powered microwaves. These reduce
risks to civilians and their property, and
research shows these considerations are
important to Americans. 

Finally, the U.S. military should closely train
with federal agencies and departments, as
well as law enforcement. This would baseline
understanding of the threat of drones in the
homeland and shape interoperability for
counter-drone operations, which will help
protect Americans at events such as the
World Cup. This will unfold across the U.S.
from June to July 2026. Training
opportunities exist at the Joint Counter-Small
Unmanned Aircraft Systems University in
Oklahoma, which is designed to enhance
miliary readiness to confront drones.
Similarly, the Federal Bureau of Investigation
recently opened a National Counter-
Unmanned Training Center in Alabama that
also enables joint training. 

Untying the Gordan knot of
countering drones in the
homeland
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It offers a way to shape a whole-of-
government approach to defend the
homeland against drones. The task force’s
mission is to synchronize the Department of
Defense’s counter-drone efforts to rapidly
deliver joint capabilities at scale to protect
U.S. and allied forces and assist federal
agencies and departments in defending
critical infrastructure and the homeland.

Specifically, the task force synchronizes the
Department of Defense’s counter-drone
research, development, test, and evaluation
efforts. It authorizes adoption of new
counter-drone capabilities across the military
services and can approve up to $50 million
for development of novel counter-drone
solutions. Many of these will have
implications for federal agencies and
departments, as well as local law
enforcement. The task force also has a
special hiring authorization to rapidly
onboard experts and liaisons from across the
joint force and U.S. government. These
enhanced authorities enable the task force,
which reports to the Deputy Secretary of
Defense, Stephen Feinberg, to work with the
National Security Council to help update
counter-drone policies and authorities. This
includes feedback to legislative proposals
that expand the defense of U.S military bases
against drones as well as empower local law
enforcement to interdict drones. 

On November 13, 2025, the Secretary of the
Army and Joint Interagency Task Force 401
hosted a meeting at the White House with
senior officials across the U.S. government.
The discussion emphasized the need for
stronger cooperation across the Department
of Defense and federal agencies and
departments for homeland defense against
drones. As the task force’s leadership
explained, “the drone threat is evolving faster
than any other, and no single agency can
solve it alone.” 

In August 2025, the Department of Defense
established the Joint Interagency Task Force
401 to address the threat of drones.
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