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EXECUTIVE SUMMARY

As governments grow increasingly dependent on commercial space systems
for military advantage, private companies are thrust into an impossible bind:
either enable one side and risk being seen as a belligerent or deny access and
potentially alter the course of a war. This dilemma raises an important and
difficult question. When commercial assets become legitimate military targets,
does attacking them constitute an act of war?

Despite these pressing issues around commercial space assets, rules
governing them are decades out of date. As private actors become operational
gatekeepers in space warfare, a dangerous policy vacuum has emerged; no
clear legal or institutional framework exists to guide their actions or assign
responsibility. The line between commercial and military space has blurred.

It's time for international space policy to catch up.




BLURRING OF CIVILIAN
AND MILITARY ROLES

Since the inception of spaceflight, space technology has been inherently dual-
use.! The same rockets that place civilian communications satellites into orbit
can be used to deliver ballistic ordnance. The same satellite navigation
systems that guide a car through city streets can be used to guide a missile to
its target. Historically, such technologies were developed, launched, and
operated almost exclusively by states. Today, however, that paradigm is
shifting. The rapid rise of private space ventures has introduced a new layer of
complexity—operating with a growing level of independence, influence, and
capability. Their platforms are no longer on the periphery of security strategy;
they are becoming_integrated, and sometimes indispensable, components of
modern military operations.? The U.S. Department of Defense's 2024
Commercial Space Integration Strategy directly acknowledges this shift,
emphasizing that commercial providers are now being integrated into defense
architectures across the full spectrum of conflict, and not simply as
supplemental or peripheral services.?

SpaceX's Starlink has become a defining example of this trend, as it has played
a pivotal role in the conflict between Russia and Ukraine. Starlink terminals
were deployed to maintain communications after conventional infrastructure
was disrupted, enabling Ukrainian forces to coordinate battlefield movements,
operate drones, and communicate securely across contested territory.*
Ukraine has become so dependent on this technology that the question of its
continued access to the service has prompted significant concerns over the
operational capability of their military forces.’

Earlier in the same conflict, at the outbreak of Russia’'s 2022 invasion,
communications network Viasat was crippled by a targeted cyberattack
attributed to Russian military intelligence. This had an immediate impact on
Ukraine’s ability to defend itself from incoming forces, but the effects were not
limited to Ukraine’s military. Tens of thousands of users in other European
countries faced weeks of internet outage as a result of the attack.®



https://www.rand.org/pubs/research_briefs/RBA2562-1.html
https://media.defense.gov/2024/Apr/02/2003427610/-1/-1/1/2024-DOD-COMMERCIAL-SPACE-INTEGRATION-STRATEGY.PDF
https://media.defense.gov/2024/Apr/02/2003427610/-1/-1/1/2024-DOD-COMMERCIAL-SPACE-INTEGRATION-STRATEGY.PDF
https://www.politico.eu/article/ukraine-stuck-with-elon-musk-starlink-satellite-internet/
https://www.telegraph.co.uk/world-news/2025/03/09/musk-ukranian-front-line-collapse-starlink-turned-off/
https://cyberconflicts.cyberpeaceinstitute.org/law-and-policy/cases/viasat

These cases mark a profound shift not merely in the technology involved but in
the locus of strategic authority. In previous decades, space-based assets
remained largely under government control through direct ownership,
contracting, or licensing. Today’'s commercial providers operate vast
constellations at a global scale, often making service-level decisions on
deployment, denial, or modification of their capabilities in real time. In
moments of crisis, whether driven by commercial interest, ethical concern, or
individual leadership discretion, these decisions can shape battlefield
outcomes as decisively as state policy.

THE ORBITAL TROLLEY
PROBLEM

As space commercial systems become a key part, and perhaps a target, of
actual military conflict, the owners of these companies face a pressing ethical
dilemma: continue to provide services at the risk of being complicit in military
action or suspend services and potentially tip the conflict in the favor of the
other side.

This is far from a hypothetical suggestion. In 2023, Elon Musk, owner of Starlink,
reportedly restricted the service’s availability near Crimea to prevent its use in
a Ukrainian drone operation. His reasoning was that he didn't want Starlink to
be involved in “a major act of war.” But that decision, made by a private
individual, may have directly altered the tactical environment on the
battlefield.” When Ukrainian officials voiced frustration, Musk argued that
Starlink had never been activated in that region, and that turning it on would
have constituted direct participation in hostilities. Whichever version is
technically correct, the episode demonstrates an explicit awareness of the
strategic dilemma by the actors themselves, and shows that a single corporate
decision can enable or constrain military action in an environment without
agreed rules to govern it.

Musk’s position effectively reflects a belief that not pulling the proverbial lever
is a form of neutrality.
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Yet from Ukraine’s perspective, withholding service was tantamount to
choosing sides by denying a tool critical to their operations. This case
underscores the ambiguity that arises when commercial actors operating
dual-use infrastructure become entangled in war.

The strategic ambiguity grows even more acute when considering potential
future conflicts involving other states, such as China. Unlike Russia, where
economic and technological linkages to Western commercial actors are
limited, China’s deep integration into global supply chains, capital markets, and
technology ecosystems would create far more complex dilemmas for
commercial space providers. In a hypothetical Straits of Taiwan scenario, U.S.-

based satellite operators might face simultaneous pressure from their home
governments, shareholder interests, and global customer bases. Their
decisions on whether to continue or suspend services to Taiwan could carry
profound battlefield consequences while also risking severe economic
retaliation from Beijing.? This layered economic interdependence makes the
question of commercial actor discretion not only a legal and ethical dilemma,
but also a deeply strategic one, where space access could become a tool of
indirect escalation or coercion. In this emerging reality, commercial operators
cannot be treated as fully neutral bystanders when their systems exert
operational influence in active conflicts. At the same time, commercial
operators should neither be treated as combatants nor made to bear sole legal
liability for the consequences of military uses of their services. Instead,
responsibility must ultimately rest with states to establish clear legal and
regulatory frameworks that define the obligations of private actors when
operating in conflict zones. This includes transparency requirements, pre-
agreed protocols for crisis decision-making, and coordinated oversight
between governments and industry. Yet at present, a profound policy vacuum
leaves these questions unresolved. Without such mechanisms, the power to
shape battlefield outcomes will remain concentrated in private hands without
the accountability structures appropriate to decisions of such magnitude.




REGULATORY AND LEGAL
GAPS

International space law was built for a very different era; the Cold War was in
full swing, the ‘Space Race’ was at its most intense, and states were the sole
operators in space. The foundational treaties, such as the 1967 Outer Space
Treaty and the 1972 Liability Convention, were designed to prevent the
militarization of space between states, not to regulate the behavior or
responsibilities of private actors operating dual-use systems in active war
zones.? In fact, the provisions of the treaty firmly establish that it is the
responsibility of states to regulate activities in space.® As commercial
operators of space technology proliferate and act with increasing
independence from state policy, these provisions look increasingly out of date.

Several questions remain unresolved in this area. For instance, should a private
company be required to provide consistent service to all sides in a war to
maintain neutrality? Should it be protected from retaliation by adversaries? Or
does the very participation of such private space actors make it fair game as
military targets?

Although no international treaty specifically covers commercial space actors in
conflict, many experts argue that commercial assets supporting military
operations are generally considered lawful military targets." ? This creates the
disturbing possibility that dual-use satellites, even if primarily serving civilian
functions and which may be providing critical, life-preserving services, could
be lawfully attacked in war. Yet the danger to commercial satellites does not
end here, since the destruction of any satellite in orbit can propagate risk to
purely civilian satellites. If military powers begin targeting orbital assets with
ordinance (something Russia has threatened)®, the risk of collisional cascading
events—a chain reaction of debris capable of disabling wide swaths of orbital
infrastructure—puts all space-based systems at risk."

The ambiguity surrounding this issue is not only legal but strategic. As a recent
report from CSIS states, US. and NATO signaling about consequences for

attacks on satellites still lacks specific response thresholds, which weakens
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deterrence and leaves commercial providers uncertain about the risks they
face. If a U.S.-based satellite company is attacked, does that constitute an
attack on the United States? Could it trigger collective defense obligations
under NATO? These are not academic questions. The Viasat hack, conducted
by Russian military intelligence on the eve of its invasion of Ukraine, was a
direct cyberattack on a commercial satellite network. The consequences
affected civilian users across Europe, yet, the event remains shrouded in
ambiguity and the response to it has been inconsistent.

These legal ambiguities raise not only questions of targeting and protection
but also of accountability. If commercial platforms actively enable military
operations, should legal frameworks hold private companies directly
accountable for the consequences? Existing treaties assign responsibility to
states, but do not address the growing agency of private actors whose
services can directly influence combat outcomes.

As commercial capabilities increasingly intersect with state military strategy,
there is a growing argument for legal frameworks that define the obligations
and duties of private providers in conflict scenarios. The current legal
architecture offers no clear answers to these questions. In an age where
billion-dollar space platforms are acting as the backbone of battlefield
operations, this lack of clarity is not just a regulatory oversight, but also a
strategic liability.

POLICY RECOMMENDATIONS: A
SPACE COMMERCIAL SECURITY
FRAMEWORK

To address the growing entanglement of commercial space assets in military
operations, governments must develop a clear regulatory framework that
defines the rights, responsibilities, and protections of private actors in space.
In regulating this area, space policy should be updated to do three things:




1. CLARIFY LEGAL STATUS AND OBLIGATIONS

Commercial entities must be given clear guidance on what constitutes lawful
conduct during conflict. This includes defining the point at which commercial
services may become legitimate targets under the laws of armed conflict, as
well as outlining obligations around neutrality, transparency, and notification
when operating in or near a conflict zone. For the US, this includes coordinating
with DHS/CISA to extend critical-infrastructure cybersecurity baselines,
mission assurance planning, and contingency playbooks to space operators,
with real-time information-sharing as a default during crises.

2. DEFINE ACCOUNTABILITY IN ESCALATION
SCENARIOS

The U.S. and allies should publish clearer response frameworks for attacks on
commercial satellites—specifying when responses are likely to be military vs.
non-military. This is particularly complex for multinational corporations whose
services may cross multiple legal jurisdictions and alliance frameworks. Clear
accountability structures are needed to define state obligations for protecting
commercial partners, assign liability in the event of hostile actions, and reduce
ambiguity about whether and how such attacks constitute acts of war or
trigger collective defense mechanisms.

3. ENCOURAGE INTERNATIONAL COORDINATION
AND INDUSTRY PARTICIPATION

This framework should be developed in coordination with the international
community, and it must actively include industry leaders in its formulation.
Commercial operators have unique operational insights and risk profiles that
should inform the regulatory architecture. To operationalize this, states could
convene a multilateral working group under an existing body such as the UN
Committee on the Peaceful Uses of Outer Space (COPUQOS), or through a new
dedicated forum focused specifically on dual-use commercial space
governance.




If states remain committed to ensuring the peaceful use of outer space for
future generations, action must be taken to preserve that commitment.

Without clear rules, we are gambling with escalation, accountability, and the
orbital infrastructure our world now depends on. The next conflict may not give
us time to improvise.
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